
Turn on 2-Step Verification 

With 2-Step Verification (also known as two-factor authentication), you add an extra 
layer of security to your account in case your password is stolen. After you set up 2-
Step Verification, you’ll sign in to your account in two steps using: 

• Something you know, like your password 
• Something you have, like your phone 

Activate 2-Step Verification 

1. Open your Google Account. 
2. In the navigation panel, select Security. 
3. Under “Signing in to Google,” select 2-Step Verification Get started. 
4. Follow the on-screen steps. 

Your account, username@alamancecc.edu (EMPLOYEES) or 
username@access.alamancecc.edu (STUDENTS), is associated with your work or 
school.  

If you can’t set up 2-Step Verification, put in a help desk ticket. 

Verify it’s you with a second step 
After you turn on 2-Step Verification, you’ll need to complete a second step to verify it’s 
you when you sign in. To help protect your account, Google will request that you 
complete a specific second step. 
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Sign in with Google prompts 
When you sign in to your Google Account, you can tap a notification on your phone to 
confirm it’s you. 

You can use Google prompts to sign in: 

• With your phone instead of a password 
• In addition to your password when you turn on 2-Step Verification 

• Even if you haven’t turned either of these settings on, Google might also ask you 
to tap a notification to help confirm it’s you signing in. 

• Android 

https://myaccount.google.com/
https://support.alamancecc.edu/
https://support.google.com/accounts/answer/185839?co=GENIE.Platform%3DDesktop&oco=1
https://support.google.com/accounts/answer/185839?co=GENIE.Platform%3DAndroid&oco=1
https://support.google.com/accounts/answer/185839?co=GENIE.Platform%3DiOS&oco=1
https://support.google.com/accounts/answer/6361026
https://support.google.com/accounts/answer/185839
https://support.google.com/accounts/answer/7026266?co=GENIE.Platform%3DAndroid&oco=0


• iPhone & iPad 

Learn which devices get Google prompts 

You’ll get Google prompts on any Android phone signed in to your Google Account. 

If your phone is eligible, Google will automatically try to use Bluetooth for additional 
protection when you sign in to new devices. We use Bluetooth to help block suspicious 
sign-in attempts from devices that aren’t physically close to your phone. 

How Google prompts help protect your account 

We recommend Google prompts instead of text message (SMS) verification codes to 
help you: 

• Avoid phone number-based account hacking. Hackers may try to steal 
verification codes to help them break into your account. Google prompts help 
protect against this method of account hacking by sending them more securely to 
only your signed in devices. 

• Get more info about sign-in attempts. To help you find suspicious activity, 
Google prompts give you info about the device, location, and time of the sign-in 
attempt. 

• Block suspicious activity. If you didn’t try to sign in to your account, tap No on 
the notification to secure your account. 

 

Verification Method (ACC RECOMMENDED) 
Verification code from a text message or call 

 

https://support.google.com/accounts/answer/7026266?co=GENIE.Platform%3DiOS&oco=0
https://support.google.com/accounts/answer/185839
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